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Audit Program

Cheater Check

As of March 21, 2007

Background:  
After Site Council discussion regarding specific users and whether or not a particular set of voting patterns was indicative of vote manipulation, it was decided that in order to be consistent and objective in the application of penalties that a set of criteria be established for what a normal profile actually is.  Further, it was desired that a set of objective criteria be in place so that an automated system could be created and put in place to detect abnormal voting patterns.  
Purpose:
To design an audit program that can determine what might be considered a “normal” voting pattern for a reasonably active user.
To use the results of the audit to define universal/objective criteria against which to compare specific user activity.

To provide suggestions for automated exception reports to detect voting patterns that fall outside those norms.

To provide a basis for formulating a policy of penalties to be applied in situations where anomalous activity is detected.

Testwork:

A random sample of 100 reasonably active users was created by Langdon for review.  The criteria for inclusion in testwork was: 
- appearance on the random sample list*
- challenges entered > 1 
- votes cast > 99**
- last login > 2005-Dec-31
*or associated by the 10’s Report/Cheater Report with a user who appeared on the random sample
**Does not include discarded votes
For each User ID, the following tests were performed:

The User’s profile was reviewed and their Average Vote Cast and Username was noted.  The Overall Voting Pattern Report for each User was run, as well as a 10’s Report.  The 10’s Report details votes of “10” given by or received by the User tested, provided there were 4 or more instances since Nov-1-2006.

For each User where the 10’s Given Report showed that they either gave or received more than 4 votes of 10 since Nov-1-2006, additional testwork was performed by running the Cheater Report (IP & Voting) to detect instances of possible duplicate accounts. 

A database was created containing the total # of votes cast by value for each user in the sample.  While the random sample was generated using only votes that were not discarded, the Overall Voting Pattern Report included all votes cast regardless of whether or not they were later discarded.  (For example, a user who had not voted on the required 20%.)  Note that this database may also include low votes scrubbed by the previously set algorithm used by the vote scrubbing process; however, for the purposes set forth here it made sense to include them as normal values as we are looking for a sense of what is actually occurring right now.  The total number of votes cast and used for evaluation was 588,949.  
Each user separately listed in the “Results” section was further reviewed to look for a reasonable explanation for why they might have appeared on one list or another.  Some users were “cleared” after additional testwork that included comparison against the 10’s Report and Cheater Report, and application of judgment.

Results:

Using the database described above, a “normal” voting distribution curve was set.:
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For each vote value (value of 1, value of 2, etc.) the ratio of each vote value to the total number of all votes cast by the sample population was calculated.  In addition, for each vote value, the standard deviation and standard deviation % was calculated in order to determine a “low” and “high” range.  (For example, the “normal” voter casts a vote of “5” 29.84% of the time.  Using the standard deviation, we can assume any other reasonable voting pattern would show a vote of “5” be cast between 27.96 and 31.71% of the time when evaluating the overall voting pattern (not just per challenge) of a specific voter.)  
	Normal Vote Ranges
	
	
	
	
	

	Vote Value
	SumOf# Votes
	% of Total
	StDevOf# Votes
	StDev%
	Low Range
	High Range

	1
	8157
	1.39%
	207.35
	2.54%
	0.00%
	3.93%

	2
	16549
	2.81%
	373.43
	2.26%
	0.55%
	5.07%

	3
	45093
	7.66%
	970.47
	2.15%
	5.50%
	9.81%

	4
	112760
	19.15%
	2,186.18
	1.94%
	17.21%
	21.08%

	5
	175715
	29.84%
	3,289.12
	1.87%
	27.96%
	31.71%

	6
	119508
	20.29%
	2,237.51
	1.87%
	18.42%
	22.16%

	7
	61399
	10.43%
	1,194.74
	1.95%
	8.48%
	12.37%

	8
	26843
	4.56%
	471.89
	1.76%
	2.80%
	6.32%

	9
	11917
	2.02%
	233.55
	1.96%
	0.06%
	3.98%

	10
	11008
	1.87%
	371.42
	3.37%
	0.00%
	5.24%


Note that the number of votes cast by vote value follows a normal bell-shaped curve.  For instance, the most popular vote cast is a “5” and the number of votes cast is lower in descending order following the value of the vote on each side of the curve.  (There are more 5’s than 4’s, more 4’s than 3’s, etc. and also the other way;  less 6’s than 5’s, less 7’s than 6’s etc.)  

The standard deviation % was used for comparison of specific users against the norm.  The database was queried to determine those instances where a voting pattern went “against the curve” on each side of the high and low ranges.  If a specific User’s vote value % fell within the low-high range, it passed as “normal.”  (Looking for voters whose curve was “backwards” -- who cast more 10’s than 9’s, more 9’s than 8’s and also the flip side; more 1’s than 2’s, more 2’s than 3’s.)  Only votes of 1-3 and 8-10 were examined.
18 Users were found to have abnormal voting patterns with regard to 8’s, 9’s, and 10’s:
17 Users were found to have abnormal voting patterns with regard to 1’s, 2’s, and 3’s:

For the users noted above, a detailed table of vote patterns was prepared and can be found on the Normal-High-Low-Both Lists tab in the attached Excel spreadsheet.
9 Users appeared on both lists, suggesting their voting patterns were abnormal on both the high and low ends:

For the 9 Users noted above, a graphic representation of their overall voting patterns was charted as a visual aid and can be found on the attached Excel spreadsheet on the Graphs – Selected Voting Profiles tab.
Seven users in the sample were found to have given or received (or both) 4 or more votes of 10 during the period of Nov-1-2006 through Mar-21-2007.  Of these, at least two of these results are from likely duplicate accounts, and two others are associated with Fotomann_forever.
Two users in the sample were found to have likely duplicate account activity.  See the Summary tab in the attached Excel spreadsheet. 
Conclusions:
Although several users showed up on one list or another, the use of one standard deviation appears to be a good indicator of suspicious activity.  Some suspicious activity was cleared through the use of other tools already available, and those situations should continue to be obvious.  Raising the threshold to two deviations would probably let any real cheating activity go on for too long.

Nine Users were flagged for additional review and investigation based on activity in the 10’s Report, the Cheater Report, and vote distribution anomalies.  Users of concern are highlighted in yellow on the Summary page of the Excel spreadsheet; priority level was assigned with light yellow being assessed as a lower risk.
It is anomalous for a user to give or receive more than 4 votes of 10 to another individual user in a period of 90-120 days.

It appears (with 95% confidence) that 2% of registered users have duplicate accounts.
Recommendations:

The 10’s Report only lists votes of 10 since Nov-01-2006 and has a criterion of 4 votes of 10 since that date before a username will appear.  As time goes by and more votes are cast, this report will become populated naturally and will become less effective as a tool to detect abnormal voting patterns.  We should consider this report as a “red flag” report and reset the period of review on a quarterly or semi-annual basis to serve as an “early alert” us to anomalous voting behavior before it rises to the level of actual egregious cheating.
Additional parameters to consider should be length of time on site, participation in a WPL team, forum activity (how many “friends” a user has), and actual # of challenges entered/votes cast.  (For example, we might assume that an otherwise reasonable newer voter could possibly be finding his or her way as to what meets the challenge, and their overall voting profile may change after an introductory period of time.)
If exception reports based on the normal distributions (adjusted for one standard deviation) can be created/programmed, they probably can be run monthly or quarterly rather than at every rollover.  In addition, it might make sense to run these separately for review and comment by Site Council rather than attach them to individual user profiles.
We should consider a monthly/quarter report that looks for matching passwords on a scheduled basis for detection of duplicate accounts, rather than relying on other activity to generate an ad-hoc report.  
